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Chapter 3. Network Layer

= Network Layer Functions
= IP Protocol Basic

= IP Protocol Suit

= Routing Fundamentals

= Internet Routing Protocols
= IP Multicasting



Chapter 3. Network Layer

= Internet Routing
= Intra-AS protocol: RIP and OSPF
s Inter-AS protocol: BGP



Internet Routing




Internet Routing

= Our routing study thus far — idealization
= All routers identical, network “flat”
= Not true in practice

= Scale: with 200 million destinations
= Cannot store all destinations in routing tables
= Routing table exchange would swamp links

= Administrative autonomy
= Internet = network of networks

= Each network admin may want to control routing in its
own networks
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erarchical Routing

= Aggregate routers into regions, i.e. autonomous
systems (AS)

= Routers in same AS run same routing protocol

= Intra-AS routing protocol

= Routers in different AS can run different intra-AS routing
protocol

= Gateway routers

= Routers in AS responsible for routing to destinations
outside AS

= Run inter-AS routing protocol with other gateway routers
= Run intra-AS routing protocol with routers in AS



Autonomous Systems (AS)

= Set of routers and networks managed by
single ISP or large organization

= A connected internets uniquely assigned a
16-bit or 32-bit AS Number

= There is at least one route between any pair of
nodes

= Use common routing protocol



Internet AS-Structure
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: Application Service
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= Tier 1 ISPs peer with each other, privately & peering centers
= Tier 2 ISPs peer with each other & obtain transit services from Tier 1s
= Non-transit AS’s (stub & multi-homed) do not carry transit traffic
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IGP and EGP

s IGP (Interior Gateway Protocol): for Intra-AS

routing
= Passes routing information between routers within AS

= Can focus on performance

= Routing algorithms and tables may differ between
different AS

s EGP (Exterior Gateway Protocol): for Inter-AS

routing
= Routers need some info about networks outside their AS

= Supports summary information on reachability
= Policy may dominate over performance
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Common Protocols

s IGP — Intra-AS protocols

= RIP: Routing Information Protocol, use distance
vector

=« OSPF: Open Shortest Path First, use link state

= IGRP: Interior Gateway Routing Protocol (Cisco
proprietary)

s EGP — Inter-AS protocols
=« BGP: Border Gateway Protocol
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Distance-Vector

First generation routing algorithm for ARPANET

Each node (router or host) exchange information
with neighboring nodes

= Neighbors are both directly connected to same network

Node maintains vector of
= Link costs for each directly attached network

« Estimated distance and next-hop vectors for each
destination

DV update messages exchanged between
neighbors to build/update routing tables

= Changes take long time to propagate
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Link-State

Second generation routing algorithm for ARPANET

When router initialized, it determines link cost on
each interface

Advertises set of link costs to all other routers in
topology
= Not just neighboring routers

From then on, monitor link costs

« If significant change, router advertises new set of link
costs
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Link-State

= Each router can construct topology of entire
configuration
= Can calculate shortest path to each destination network

= Router constructs routing table, listing first hop to
each destination

= Router does not use distributed routing algorithm
= Use any routing algorithm to determine shortest paths
= In practice, Dijkstra’s algorithm
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EGP Requirements

s Link-state and distance-vector not effective for
exterior gateway protocol

= Different ASs may use different metrics and have
different restrictions

= Not all subnets want or need to be known to all

s Distance-vector
= Gives no information about ASs visited on route

s Link-state

= Flooding of link state information to all routers
unmanageable
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EGP - Path-Vector

= The most concern is the ASs passed through
= Dispense with routing metrics

= Each gateway router broadcasts to neighbors entire
path to destination

= Each block of information lists all ASs visited on the
route

= Needs not include distance or cost estimate

= Enables gateway router to perform policy routing
= Avoid path to avoid transiting particular AS
= Minimizing number of transit ASs

= Others, e.q. link speed, net capacity, tendency to become
congested, overall quality of operation, and security
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BGP and OSPF

= BGP: Border Gateway Protocol

= | he de facto Internet standard used for inter-AS
routing

= OSPF: Open Shortest Path First
= The most-used intra-AS protocol in Internet
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RIP and OSPF




Inter and Intra AS Routing

= Exterior Gateway Protocol (EGP): routing
between AS's

= BGPv4

= Interior Gateway Protocol (IGP): routing
within AS

= RIP, OSPF
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RIP ( Routing Information Protocol)

Use Distance vector algorithm
Included in BSD-UNIX Distribution in 1982

Distance metric: # of hops (max=15 hops)

Distance vectors: exchanged among neighbors every
30 sec via RIP update message

Fail to receive the update message within 180 sec
means the link to the neighbor is lost

Each advertisement: list of up to 25 destination nets
Advertisements sent in UDP packets
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RIP: Example (1)

w3k p @ o ==
A B Y
C \
Destination Network  Next Router  Num. of hops to dest.
w A 2
y B 2
Z B 7/
X -- 1

Routing table in D
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RIP: Example (2)

Dest  hops Advertisement
f i ~~ from A toD
z 4
S r—— :
w _@ X - y S @
A D B \
c
Destination Network  Next Router  Num. of hops to dest.
w A 2
y B 2
z BA %5
X -- 1

Routing table in D (update based on A's advertisement) 23



RIP Table Processing

= Later queue length is used for link cost, instead of just
hops

= RIP routing tables managed by application-level process
called routed (daemon)

= Advertisements sent in UDP packets, periodically repeated

Transport
(UDP)

Transport
(UDP)

network
(IP)

forwarding
table

forwarding
table

network
(IP)

link

link

physical

physical
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Open Shortest Path First (1)

= OSPF (RFC 2328), replaced Routing Information
Protocol (RIP)

s Uses Link-State routing algorithm
= Each router keeps list of state of local links to neighbor

routers
= Transmits update state info (advertisement) to entire AS

via flooding per 10s

= Carried in OSPF messages directly over IP, Not UDP

= Uses cost metric assigned on each link
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Open Shortest Path First (2)

Topology map stored as directed graph on each
node

Router nodes
Network nodes: (Transit vs. Stub)

Edges: router—router, router—network

Dijkstra’s algorithm used to compute the shortest
path to each destination
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SPF Operation

= Networks, hosts and BGP routers as
destinations

= Each router compute its SPF tree showing
the least cost path to all other destination

= Only next hop used in routing packets
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4)) Routing Tables of Router 6

Destination | Next Hop Distance Destination | Next Hop Distance

N1 R3 10 N11 R10 14
N2 R3 H1 21
N3 R3 R5 6
N4 R3 R7 8
N6 R10 N12 10
N7 R10 N13 14
N8 R10 N14 14
N9 R10 11 N15 R10 17
N10 R10 13
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Routing Tables of Router 6

Destination | Next Hop Distance Destination | Next Hop Distance

N1 R3 10 N11 R10 14
N2 R3 10 H1 R10 21
N3 R3 7 R5 R5 6
N4 R3 8 R7 R10 8
N6 R10 8 N12 R10 10
N7 R10 12 N13 R5 14
N8 R10 10 N14 R5 14
N9 R10 11 N15 R10 17
N10 R10 13
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OSPF Advanced Features

Security: all OSPF messages authenticated to
prevent malicious intrusion

Multiple same-cost paths allowed

For each link, multiple cost metrics for different
TOS (type of service)

= e.g. satellite link cost set “low"” for best effort; “high” for
real time

Integrated uni- and multicast support
. Mulct)ig?)s[g OSPF (MOSPF) uses same topology database
as

Hierarchical OSPF in large domains
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Hierarchical OSPF

= [0 improve scalability, AS may be partitioned into
dareas
= Area is identified by 32-bit Area ID
= Router in area only knows complete topology inside area

« Limits the flooding of link-state information to other area
= Area border routers summarize info from other areas

= Each area must be connected to backbone area
(0.0.0.0)

= Distributes routing info between areas

o Xy XIS I AL e R T2 AT e BE IR ES AR B B VS B R R T X A
MAZENH IR RSt

o RN BB B A R RITEAS XA SE B 28 A g, AN RTTE B
fib DX 380 19X 4% 4 1 1 0 o

o BT XEHTEE AL TR X5
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OSPF Areas

‘— R\1 To another AS ’—’
- Q p. 6

R2
‘ M\\ RS
Area 0.0.0.1 rRg [ Area 0.0.0.0 Area 0.0.0.2

Internal router
Has all links to nets within the same area

ArEaa border router IR: R1 - R2 y R7

“Summarize” distances to nets in own area

Advertise to other Area Border routers ABR: R3 / R6 / R8

Backbone router

Run OSPF routing limited to backbone BBR: R3, R4, R5 ’ R6, R8

AS boundary (ASB) router

The BGP router Al‘ea 0.0.0.3 ASB: R4
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Link State Advertisements

= Router link ad: generated by all OSPF routers
= State of router links within area, flooded within area

= Net link ad: generated by the designated router
= Lists routers connected to net, flooded within area

= Summary link ad: generated by area border routers
= Routes to destinations in other areas
= Routes to ASB routers

= AS external link ad: generated by ASB routers
= Describes routes to destinations outside the OSPF net
= Flooded in all areas in the OSPF net
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RIP vs OSPF

= RIP
= FCE MR, EHT/NERZE N F158E)
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BGP: Border Gateway
Protocol



Administrative structure shapes Inter-
domain routing

= ASes want freedom to pick routes based on
policy

= ASes want autonomy

= ASes want privacy
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Topology & policy shaped by inter-AS
business relationship

= Three basic kinds of relationships between
ASes

= AS A can be AS B’s customer
= AS A can be AS B's provider
= AS A can be AS B's peer

= Business implications

=« Customer pays provider

= Peers don't pay each other
= Exchange roughly equal traffic
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Business relationships

Pr —» Cu
Peer @—@ Peer




Why peer?

Pr —» Cu
Peer @—@ Peer
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Routing follows the money!

Q Pr &—» Cu
f X Peer @@ Peer
K 5 @ .
| I |
Y \
D E F

¢—) traffic allowed <€ = =) traffic not allowed

= ASes provide “transit” between their customers
= Peers do not provide transit between other peers .



In short

= AS topology reflects business relationships
between ASes

= Business relationships between ASes impact
which routes are acceptable
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BGP (Today)

= The role of policy
= What we mean by it
= Why we need it

= Overall approach
= Four non-trivial changes to DV
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Inter-domain routing: Setup

= Destinations are IP prefixes (12.0.0.0/8)

= Nodes are Autonomous Systems (ASes)
= Internals of each AS are hidden

= Links represent both physical links and
business relationships

= BGP (Border Gateway Protocol) is the Inter-
domain routing protocol

« Implemented by AS border routers
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BGP: Basic idea

)

An AS advertises Each AS selects the
(“exports”) its best routes “best” route it hears
to one or more IP prefixes advertised for a prefix

A 4

You‘ve heard this story before!
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BGP inspired by Distance-Vector

s Per-destination route advertisements

= No global sharing of network topology
information

= Iterative and distributed convergence on
paths

= With four crucial differences!
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BGP & DV differences:
(1) Not picking shortest-path routes

= BGP selects the best route based on policy,
not shortest distance (i.e., least-cost)

= AS A may prefer “A,B,C" over “A,C”

= How do we avoid loops?

49



BGP & DV differences:
(2) Path-Vector routing

= Key idea: advertise the entire path
» Distance vector: send distance metric per dest d
« Path vector: send the entire path for each dest d

“d: path (B,A)” “d: path (A)”
C < B < A
— —
data traffic data traffic \1,

d
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BGP & DV differences:
(2) Path-Vector routing

= Key idea: advertise the entire path

» Distance vector: send distance metric per
destination

= Path vector: send the entire path for each
destination
= Benefits

= Loop avoidance is straightforward (simply discard
naths with loops)

= Flexible and expressive policies based on entire
path
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BGP & DV differences:
(3) Selective route advertisement

= For policy reasons, an AS may choose not to
advertise a route to a destination

= Hence, reachabillity is not guaranteed even If
graph is physically connected

B
AS-C does not
want to carry
\ ‘ traffic to AS-B
C

52



BGP & DV differences:
(4) BGP may aggregate routes

= For scalability, BGP may aggregate routes for
different prefixes

a.*.*.* is this way

.
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BGP Protocol details
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Border router
Internal router

Border routers in an Autonomous System




What does “"speak BGP” mean?

= Implement the BGP protocol standard
= Read more here: http://tools.ietf.org/html/rfc4271

= Specifies what messages to exchange with other
BGP “speakers”
= Message types (e.g., route advertisements, updates)
= Message syntax

= How to process these messages

= E.g., "when you receive a BGP update, do.... "

= Follows BGP state machine in the protocol spec +
policy decisions, etc.
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http://tools.ietf.org/html/rfc4271

Border routers in an AS speaks BGP with border
routers in other ASes using




BGP sessions: Internal

> A

A border routers speaks BGP with other routers in
the same AS using




eBGP, IBGP, and IGP

s eBGP: BGP sessions between border routers
in different ASes

= Learn routes to external destinations

= IBGP: BGP sessions between border routers
and other routers within the same AS
= Distribute externally learned routes internally

= IGP: “Interior Gateway Protocol” = Intra-
domain routing protocol

= Provide internal reachability
=« E.g., OSPF, RIP

59



eBGP, IBGP, and IGP together

= Learn routes to external destination using
eBGP

= Distribute externally learned routes internally
using iBGP

= Travel shortest path to egress using IGP
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Basic messages in BGP

[ Open

= Establishes BGP session (BGP uses TCP)
= Notification

= Report unusual conditions
O Update

= Inform neighbor of new routes

= Inform neighbor of old routes that become
Inactive

= Keep-alive
= Inform neighbor that connection is still viable
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Route updates

= Format <IP prefix: route attributes>
» Attributes describe properties of the route

= Two kinds of updates

= Announcements: new routes or changes to
existing routes

= Withdrawal: remove routes that no longer exist
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Route attributes

= Routes are described using attributes
= Used in route selection/export decisions

= Some attributes are local

» [.e., private within an AS, not included in
announcements

= Some attributes are propagated with eBGP
route announcements

= There are many standardized attributes in
BGP

= We will discuss a few
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Attributes: (1) ASPATH

s Carried in route announcements

= Vector that lists all the ASes a route
advertisement has traversed (in reverse
order)

-
-
AS 7018
. AT&T .
AS 88 %/‘j— AS 12654\?
Princeton, A - A -
s 128.32/16 D / \ . D

IP prefix = 128.112.0.0/16 128.112.0.0/16

AS path = 88 AS path = 7018 88
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Attributes: (2) LOCAL PREF

= Local preference in choosing between
different AS paths

= Local to an AS; carried only in iBGP messages
= The higher the value the more preferred

140.20.1.0/24
BGP table at AS4:

@ Destination ~ AS Path  Local Pref
@ @ 140.20.1.0/24 | AS3 AS1 [300

140.20.1.0/24 | AS2 AS1 |100
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Attributes: (3) MED

s Multi-exit discriminator is
used when ASes are

interconnected via 2 or AS1
more links; it specifies s

'/ 1 Link A
how _clos_e_a prefix is to vepsso "
the link it is announced i
on

s Lower is better

= AS that announces a
prefix sets MED

= AS receiving the prefix destination
(optionally!) uses MED prefix
to select link
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Attributes: (4) IGP cost

= Used for hot-potato routing

= Each router selects the closest egress point
based on the path cost in intra-domain protocol
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BGP UPDATE processing

Open ended programming.
Constrained only by vendor configuration language

BGP Control plane BGP
Updates Updates
Apply I_n"_lport L Best unte - Best Route | L] Apply Export :
; Policies Selection Table Policies

IP Forwarding Table
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= AS2 router 2c receives path advertisement AS3,X (via eBGP) from AS3 router

. ggsed on AS2 policy, AS2 router 2c accepts path AS3,X, propagates (via
iBGP) to all AS2 routers

= based on AS2 policy, AS2 router 2a advertises (via eBGP) path AS2, AS3,
X to AS1 router 1c



gateway router may learn about multiple paths to destination:

= AS1 gateway router 1c learns path AS2,AS3, X from 2a
= AS1 gateway router 1c learns path AS3,X from 3a

= based on policy, AS1 gateway router 1c chooses path 4S5, X and
advertises path within AS1 via iBGP

Network Layer: 5-70



local link
interface
S

at 1a, 1d

”

dest| interface| = recall: 1a, 1b, 1d learn via iBGP from 1c: “path to X goes through 1c

cl 1 = at 1d: OSPF intra-domain routing: to get to 1c, use interface 1
X 1 = at 1d: to get to X, use interface 1




dest

interface

>

recall: 1a, 1b, 1d learn via iBGP from 1c: “path to X goes through 1c
at 1d: OSPF intra-domain routing: to get to 1c, use interface 1

at 1d: to get to X, use interface 1
at 1a: OSPF intra-domain routing: to get to 1c, use interface 2

at 1a: to get to X, use interface 2

”



= 2d learns (via iBGP) it can route to X via 2a or 2c

= hot potato routing: choose local gateway that has least /ntra-
domain cost (e.g., 2d chooses 2a, even though more AS hops to
X): don't worry about inter-domain cost!

Network Layer: 5-73
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s IGP — Intra-AS protocols
= RIP: Routing Information Protocol, use distance vector
= OSPF: Open Shortest Path First, use link state
= IGRP: Interior Gateway Routing Protocol (Cisco proprietary)

s EGP — Inter-AS protocols
=« BGP: Border Gateway Protocol



